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RISK STATEMENT

Please read the following notice carefully before proceeding
to read this White Paper document issued by Sedicii
Innovations Limited, a company incorporated and existing
under the laws of Ireland (hereinafter – the “Company”). This
notice applies to all persons who read this document. Please
note this notice may be altered or updated.

No regulatory authority has examined or approved any of the
information set out in this White Paper. No such action has
been or will be taken under the laws, regulatory requirements
or rules of any jurisdiction. The publication, distribution or
dissemination of this White Paper does not imply that the
applicable laws, regulatory requirements, or rules have been
complied with. To the maximum extent permitted by the
applicable laws, regulations and rules, Sedicii Innovations
Limited and its affiliates and their respective officers,
employees or agents, in relation to the Company’s and the
Kriptan website and Kriptan Tokens, will not be liable for any
damages of any kind, including, but not limited to, direct,

The White Paper does not constitute any relations between
you (hereinafter – “you” or “Holder”) and the Company.
Acquiring of Kriptan Tokens is available only after accepting
the Terms of Token Sale (hereinafter – “T’s&C’s”).
Acquisition of Kriptan Tokens does not present an exchange
of cryptocurrencies for any form of ordinary shares of the
Company and a Holder of Kriptan tokens is not entitled
to any guaranteed form of dividend, Holders of Kriptan
Tokens are only entitled to certain rights within the T’s&C’s
. Kriptan Tokens are not intended to constitute securities
in any jurisdiction. This White Paper does not constitute
a prospectus or offer document of any sort, and is not
intended to constitute an offer of securities or a solicitation
for investments in securities in any jurisdiction.
This White Paper is for information purposes only. The
contents of this White Paper are not a financial promotion.
Therefore, none of the contents of this White Paper serve
as an invitation or inducement to engage in any sort of
investment activity.
Prospective acquirers of Kriptan Tokens should carefully
consider and evaluate all risks and uncertainties associated
with the cryptocurrencies, Sedicii Innovations Limited and
their respective businesses and operations, the Kriptan
Tokens and the Kriptan Token offering. Familiarise yourself
with all the information set out in this White Paper, Risk
Notice and the T’s&C’s prior to any purchase of Kriptan
Tokens. Ensure that you are aware of all of the would be risks
prior to obtaining Kriptan. The Risk Statement details all
potential risks that you should consider. We recommend that
you seek out independent financial advice before engaging
in any sort of business endeavour.

consequential, incidental, special or indirect damages
(including but not limited to lost profits, loss of revenue or
third party loss whether foreseeable or otherwise, trading
losses or damages that result from the use of or the loss of
use of the Company’s or the Kriptan website and Kriptan
Tokens).
For the avoidance of doubt, the Company expressly disclaims
any and all responsibility for any direct or consequential
loss or damage of any kind whatsoever arising directly or
indirectly from: (i) reliance on any information contained in
this document, (ii) any error, omission or inaccuracy in any
such information, (iii) any action resulting therefrom, or
(iv) usage or acquisition ofproducts, available through the
website.
You acknowledge and agree that you are not purchasing
Kriptan Tokens for purposes of investment, speculation, as
some type of arbitrage strategy, for immediate resale or
other financial purposes.
Some of the statements in the White Paper include forwardlooking statements which reflect the Company’s current
views with respect to an execution roadmap, financial
performance, business strategy and future plans, both with
respect to the Company and the sectors and industries in
which the Company operates. Statements which include the
words ‘’expects’’, ‘’plans’’, ‘’believes’’, ‘’projects’’, ‘’anticipates’’,
‘’will’’, ‘’aims’’, ‘’may’’, ‘’would’’, ‘’could’’, ‘’continue’’ and similar
statements are of a future or forward-looking nature. All
forward-looking statements address matters that involve
risks and uncertainties. Accordingly, there are or will be
important factors that could cause the Company’s actual
results to differ materially from those indicated in these
statements. These factors include but are not limited to those
described in the part of the T’s&C’s entitled ‘’Risks’’, which
should be read in conjunction with the other cautionary
statements that are included in the T’s&C’s. Any forwardlooking statements in the White Paper reflect the Company’s
current views with respect to future events and are subject
to these and other risks, uncertainties and assumptions
relating to the Company’s operations, results of operations
and growth strategy. These forward-looking statements
speak only as of the date of the White Paper.
Prospective buyers of the Kriptan Tokens should specifically
consider the factors identified in the White Paper and T’s&C’s
which could cause actual results to differ before making
a purchase decision. No statement in the White Paper is
intended as a profit forecast and no statement in the White
Paper should be interpreted to mean that the earnings of the
Company for the current or future years would be as may be
implied in this White Paper.
Copyright © 2019 by Sedicii Innovations Ltd.
All Rights Reserved.
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Introducing the
Kriptan Network
Digital Identity - Why It Matters and Why It Is Important
We Get It Right
Digital identities and access systems are foundational elements of
our shared digital future. They offer tremendous opportunities for
individuals and society. Digital identity is relevant in a wide range of
situations that require people and entities to prove who they are.
- World Economic Forum, January 2018
The World Economic Forum quote reflects the importance of trust for our shared digital future. To that end,
the Kriptan Network has been designed to provide a trusted, high assurance, privacy-preserving network
for digital transactions, on a global scale. The Kriptan Network comprises Relying Party spokes and Identity
Provider spokes which connect to a federated network of verification engines located across the world. As
shown in the figure below, the technology is based on Zero Knowledge Proof technology (ZKP) which powers
the ZKP Verification Engines (ZVE) at the heart of the network.
The Kriptan Network is governed by the Kriptan Foundation, a Swiss, non-profit foundation. The Kriptan
Foundation is the custodian of the Sedicii Zero Knowledge Proof technology which will become open source
software, and available for use under licence.
The Kriptan Token is the digital asset issued by the Kriptan Foundation that will be used as the store of value
for the exchange mechanism utilised in the consumption of assets and services over the Kriptan Network.

Figure 1: The Kriptan Network
© 2019 by Sedicii Innovations Ltd. All Rights Reserved.
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2

Global Strategic Context and Why
a Global Identity Network is Key
Beneath the patina of digital transformation, the strongest undercurrent is a global movement to improve
and enhance the protection of personal data. Canada’s Privacy by Design and the EU General Data Protection
Regulation (GDPR) are transforming the way governments, organisations, and society protect personal data.
In Japan, the Act on the Protection of Personal Information (APPI) was recently amended. Similarly Australia’s
Privacy Act and thirteen Australian Privacy Principles provide guidelines on how to handle, use and manage
personal information.
The holy grail is to provide user-friendly, anonymised, real-time, privacy-preserving identity
verification at the highest assurance levels. The purpose is to mitigate money laundering, terrorist
financing, fraud and other identity-related cybercrime. In regulated industries, this translates to
a need for improved Know Your Customer (KYC) and Anti-Money Laundering (AML) capabilities.
Without the new technologies developed by Sedicii and now available through the Kriptan Network, a
ubiquitous solution of this nature has been elusive.

GLOBAL DRIVERS
•

Identity-related cybercrime, needs better KYC/AML

•

Identity verification from authoritative sources, need
real-time check, not stale

•

Privacy, protection of personal data

•

User consent

•

Enhanced user experience

Figure 2: Global Drivers for Privacy- Preserving Identity Verification
As outlined in the Window of Opportunity sections below, Sedicii, as part of the Kriptan Network, is poised to
take advantage of a perfect storm of market forces to address the following:
•

Window of Opportunity #1: New Markets and Innovation

•

Window of Opportunity #2: High Assurance

•

Window of Opportunity #3: Enabling Blockchains for GDPR

•

Window of Opportunity #4: Transferring Value Based on High Assurance Trust

© 2019 by Sedicii Innovations Ltd. All Rights Reserved.
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3

Regulations as Market Forces in
a Digital Economy
In leading the efforts to protect the use and
privacy of consumer data, the EU and its member
states continue to influence and reform the global
thinking and legislation in this area. The European
Commission proposed a comprehensive reform
of the data protection rules in the EU in 2012. The
GDPR was adopted in April 2016 and has been
enforceable since May 25, 2018. In providing more
control to citizens and clarifying the regulatory
environment for businesses holding personal data,
the GDPR is a key enabler of the EU Digital Single
Market that is intended to maximise the benefits for
both citizens and businesses. The GDPR affects all
organisations across the globe because it applies
in any case involving EU citizens as contacts,
customers, partners, suppliers, or employees.
Privacy and the need to maintain the integrity
and security of citizens’ identity and personal
data are evolving, with critical requirements for
both industry and governments. Legislation such
as GDPR, Payments Services Directive 2 (PSD2)2
and other nations’ regulations such as the US
Cybersecurity and Consumer Protection3, Child
Online Protection Act (COPA) and Health Insurance
Portability and Accountability Act (HIPAA), compel
organisations to implement a more user-centric

Total World Population
7.6 Billion

data privacy approach for user authentication and
pseudonymised identity management to better
protect, view, manage and curate personal data.
Industry and governments will suffer significant
financial penalties and reputational damage for
failing to adhere to these new regulations. Such
changing legislative and technical environments
have opened up significant market opportunities for
new and creative ways to authenticate identity in a
user-centric and manageable way.
Anticipated growth in digital commerce is estimated
to grow to $100 trillion by 2025 4 but is at risk from
this legislation. The threats the legislation seek to
address demand better data privacy technologies.
Globally, 3.4 billion global digital consumers require
better means and solutions to satisfy these new
data privacy provisions. Over 331 million customers
use digital commercial services in Europe, more
than 100 million buy cross-borders and the security
of their private data is of paramount importance to
them and their digital service providers. Moreover,
the rapid adoption of mobile devices, specifically
mobile phones, continues to rise. Today, the number
of unique mobile users has eclipsed the number of
Internet users.

Unique Mobile Users
5.1 Billion

Internet Users
4.0 Billion

68% Penetration

53% Penetration

Figure 3: Global Mobile and Internet Users
1

Directive of the European Parliament and of the Council to protect individual personal data; http://eur-lex.europa.eu/legal-content/EN/

TXT/PDF/?uri=CELEX:52012PC0010&from=EN
2

http://ec.europa.eu/finance/payments/framework/index_en.htm

3

Cyber Security & Consumer Protection https://obamawhitehouse.archives.gov/the-press-office/2015/02/13/fact-sheet-white-house-

summit-cybersecurity-and-consumer-protection
4

World Economic Forum Report http://reports.weforum.org/digital-transformation/wp-content/blogs.dir/94/mp/files/pages/files/

wef1601-digitaltransformation-200116.pdf
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The Kriptan Network: Identity - A New Asset Class		

White Paper V 4.1

7

The data privacy needs of these consumers
will exponentially increase with technological
developments. The evolution of new innovations
in Fintech, Blockchain, Med-tech, Regtech, Artificial
Intelligence, Machine Learning, Data Analytics
and IoT technologies all require a more secure,
convenient and reliable means to authenticate an
identity. To consume these new digital services,
there is an urgent need to minimise the risk of
exposing personal data.
The preservation of personal privacy will be
fundamental in maintaining confidence in the
development of these new markets. An independent
and disruptive solution will be critical in supporting
their development and growth. Current federated
identity and authentication methods, as used by the
leading technology providers like Facebook, Google
and others, do not provide a strong, reusable, easy
and anonymised way for users to validate, curate
and monetise their identity across many systems.
An innovative, disruptive monetisation solution
that is privacy centric is required. The Kriptan
Network, powered by the ZKP Verification Engine
along with its blockchain enabled token, Kriptan,
supports efforts in global markets to lead in this
strategic area.

5
6

For more detail on the Kriptan Network and the
Kriptan Token, please refer to the Kriptan Token
White Paper. Regional and global government
initiatives and legislation such as the GDPR, Open
Identity Exchange (OIX)5 and the Executive Order on
Cybersecurity and Consumer Protection will require
a reliable and immutable way to prove identity
in the digital world. The recent UK Government
and Parliamentary reports on Distributed Ledger
Technology (DLT) and blockchains6 are resulting
in top level strategic and practical collaborative
actions that significantly depend on identity and
Zero Knowledge Proof (ZKP) implementations.
The UK Showcase to demonstrate the use of DLT
with international partners and allies, takes place
in London in July 2-3, 2018. It is backed by UK
government organisations and industry, plus has
major sponsors. Sedicii is expected to be part of at
least two major demonstrations with airlines and
banks.

http://openidentityexchange.org/
Government Office of Science “Distributed Ledger Technologies: beyond Blockchains” and Lord Holmes Report, Technologies for Public

Good: leadership, collaboration and innovation. Available at www.bbfa.info
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Know Your Customer (KYC) and
Age Verification
Currently, businesses perform KYC (Know Your Customer) checks through face-to-face physical interaction
and paper-based verification. This is unsuitable for digital transactions. In contrast, the Kriptan Network’s
unique architecture delivers a real-time, digital and legally compliant way of verifying identity, whilst
adhering to data privacy regulations. The way in which data can be anonymously verified across multiple
authoritative sources without exposing, replicating or exchanging the underlying information provides a
unique and disruptive method of improving digital security.
Age verification is an example of a legal requirement where consumers of digital services (media content,
gaming, etc.) need to verify their identity (their age attribute) to consume the service. Current methods are
extremely expensive as Identity Providers provide a view of the complete identity rather than a binary true/
false response to a specific question. The solution will allow anonymous verification of a consumer’s age
so that no information, other than verifying that the consumer is over a certain age, will be conveyed. For
example, if the consumer is 25 years old, and wishes to prove that she is over 18 years old, a “Yes” or “True”
message is conveyed, not her age. In addition, none of her other identity attributes are revealed, as would be
the case if she had presented an identity card, passport, or driver’s licence.

ANONYMOUS

REAL-TIME KYC

Privacy-Preserving Identity Verification for KYC
Figure 4: Anonymous, Real-time KYC

A successfully implemented ZKP Verification Engine, with
the necessary industry or government agencies serving
as authoritative Identity Providers (IdPs), will provide
significant operational, compliance and commercial
benefits for both the organisation and society overall.

© 2019 by Sedicii Innovations Ltd. All Rights Reserved.
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5

The Transition to
“Digital by Default”
Developed and developing nations are transitioning
to digital economies and digital societies, driven
by globalisation, the Internet and rising social
expectations. They are increasingly communitycentric and collaborative, as well as fast, dynamic
and information-centric. Digital collaboration offers
many new opportunities and benefits, but it also
brings significant new personal, enterprise and
shared risks, primarily information-centric, that have
to be managed collaboratively.
Addressing these risks relies on greater trust
and interoperability between organisations.
Organisations need to be, and be seen to be,
trustworthy, just as they must be creditworthy.
Trustworthiness enables competitive advantage
and economic efficiency. Organisations need to
demonstrate their trustworthiness. Relying Party
organisations (partners, customers etc.) need to be
able to access an authoritative source to identify
a person and their informational attributes to an
adequate Level of Assurance fit for digital purposes
which is sufficiently accurate for its intended
purpose. However, digitally adequate, authoritative
sources are not widely available.

The technology available through the Kriptan
Network, authenticates and/or verifies a user’s
identity without storing, transmitting or exposing
any part of their underlying personally identifiable
information or private credential.
By extension, this unique methodology supports a
consolidated identity verification framework, where
data already verified by trusted third parties can be
used to verify against, without sharing the actual
user data.
Having received industry recognition as a World
Economic Forum Technology Pioneer in 2015, along
with awards from British Telecom (BT), Ernst &
Young (EY), SwiftScale, PricewaterhouseCoopers
(PwC) and others, the underlying architecture has
been peer tested and audited by independent
security experts. As the ZKP Verification Engine
allows a person to view and manage their identity
attributes, which are held by different Identity
Providers and Relying Parties, the quality of and
visibility into their overall identity footprint is
significantly improved. In addition, they now have a
method to extract and accumulate value from this
virtual asset - their personal data.

Figure 5: Sedicii Awards

© 2019 by Sedicii Innovations Ltd. All Rights Reserved.
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Organisations such as government agencies, banks,
utilities, telecommunications companies and others
that hold sensitive identity data will benefit from the
creation of a federated and decentralised identity
verification network, the Kriptan Network. This will
improve the quality of their customer data in a legally
compliant and optimally managed way. This new method
of real-time and anonymised identity verification will
address increasing challenges of fraud, impersonation
and streamline new customer registration processes,
delivering significant benefits for governments,
enterprises and smaller online merchants.

© 2019 by Sedicii Innovations Ltd. All Rights Reserved.
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The Key Milestones
Roadmap
2009

2012

National University of Ireland,
Galway begins Research on Zero
Knowledge Proof Authentication

2013

Enterprise Ireland Awards
Commercialisation Grant
to NUIG for Market
Development

Sedicii Licenses
Technology from NUIG

2014

Stuart Hillston joins
Sedicii Advisory
Board
U.S. Patent 8,411,854
Granted
Winner BT Infinity
Lab(UK)

2017

2016

Miguel de Vega joins as CTO.
Sven Donhuysen joins Sedicii
Advisory Board

Patrick Curry joins Sedicii as
Director of Innovation & Strategy

World Economic Forum names Sedicii as
Technology Pioneer

First P.O.C.s secured with National
Electricity Utility, National Bank in
Ireland

Q2

Q1

Security compliance

Advanced Capabilities AML Monitoring
Data access tokens
Payments
Dashboards
Multi-party AML Computation

•

Algorithm & AML-CTF Solution
between banks, gov agencies
with verifiable

KYC Onboarding
•

Algorithm & AML-CTF
Solution between banks, gov
agencies with verifiable audits

2020-

2019

2019

Core Capabilities

•
•
•
•

Andy Honess joins as Board Advisor

€750k Seed Funding Secured

2018

•

EU Commission
Grant awarded
under Horizon
2020 Research
Programme

2015

Kriptan Identity Network
•

Commercial Pilot Complete

•

Scaling of the Network

Kriptan Privacy Coin
•
•

Algorithm development with regulatory audit
capability
Implementation of Kriptan Privacy Coin with
regulatory audit capability

•
•
•
•
•

Research ZKP for facial biometrics
for CCTV
Secure messaging
Secure payments
Digital signing
New Features

Figure 6: Roadmap

Key Milestones include the following:

December, 2017
ZKP Verification Engine Phase 1 is operational. Phase 1 includes Relying Party and Identity Provider core
functionality for Identity Verification.

July 2019
Kriptan Network Phase 3 for Federated Hubs, is operational. Earliest date for high assurance Kriptan Token
integration and deployment. The Kriptan Network token is called Kriptan. For more detail, please refer to the
Kriptan Token White Paper.
Longer term, the product roadmap predominantly supports growth:
•

Spin up new hubs around the world

•

Functionality for Kriptan Tokens

•

Fraud detection and prevention
ºº

•

Machine learning algorithms to detect anomalies and fraud patterns

Advanced biometrics including improvements for face, voice and fingerprint recognition

© 2019 by Sedicii Innovations Ltd. All Rights Reserved.
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Raising the Global Bar
on Privacy
A top priority for most nations is developing their
digital economies and societies. Their focus is
on both the citizen and the consumer and their
privacy. These fundamentally depend on assured
identity and digital authentication - knowing that
a person is who they claim to be. Unfortunately,
identity fraud and theft are the top enablers of
crime7, and cybercrime has risen 300% since 2011.
Governments, the EU and other authorities are
introducing legislation for greater accountability
and traceability that depend upon assured identity.
Within the EU, banks have to comply with 17 new
digitally-based regulations, all depending on
identity, most notably the General Data Protection
Regulation (GDPR), Anti-Money Laundering Directive
4 (AML4) and Payment Service Directive 2 (PSD2),
which requires Strong Customer Authentication
for transactions above €30. The Kriptan Network
is designed to comply with the most rigorous, high
assurance directives, regulations and laws.
Globalisation and cross-border movement requires
that any approach works across borders, which
requires identity interoperability and federation
across multiple authorities. From an industry
perspective, this requires capability re-use to enable
business agility and minimisation of risk and cost.
Leading governments and industries realise this is
not about technology but about quality data and its
foundational dependency, assured identity.
Leading banks8 and FinTechs are working to achieve
first mover advantage in the market for re-usable,
authoritative customer data. They are putting the
customer at the centre of their digital banking.
However, there are many more requirements for
identity across government and in all regulated
industries.

7
8

Identifying a person is normally done in one of
two ways, either by an assertion or statement
from a recognised authority, such as a government
issued passport or electronic identity card.
Or, identification is done by the presentation
of ‘evidence of identity’ usually in the form of
several documents such as birth certificates, bank
statements, utility bills and a witnessed photograph.
As governments introduce more legislation
demanding strong user authentication, particularly
for online digital systems and consumers
increasingly rely upon their smartphones to run
their digital lives, it means the user is tasked
with an increasing number of identity credentials
(smartcard, mobile phone) to manage. At the same
time, they are also expected to manage and update
important personal data attributes such as changes
in name, address and passport number.
Proliferation of personal data has made the task
more difficult. The EU GDPR has raised the global
bar on privacy, including the protection, use and
maintenance of personal information.
It is difficult and complex for current identity
management solutions to meet these new increasing
requirements. New technologies are required to
enable the wide scale use of strong identity but with
minimum data exposure and privacy risk, and to
link this to secure micropayments. Zero Knowledge
Proof (ZKP) is a key technology and Sedicii has
developed the most advanced ZKP available to meet
these requirements.

Europol IOCTA 2011
Steve Ellis, EVP & Head of Innovation, Wells Fargo at Payments International 2017
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What are the Capabilities
of the ZKP Technology?
The concept of Zero Knowledge Proof was invented
in the early 1980s by Turing Award winners
Goldwasser and Micali.9 Zero Knowledge Proof
evolution has accelerated in the past several years
due to adoption by cryptocurrencies, plus financial
services organisations such as ING Bank.10
Zero Knowledge Proof (ZKP) technology allows
two entities (people, organisations, devices) to
prove to each other that they have the same data
without the need to expose any data to each other.
The technology can be applied to a wide range
of information, in particular to personal identity
data such as passport details, birthdate, gender,
nationality and address details.
For Know Your Customer (KYC), the ZKP technology
enables the user to check the data in a passport or
ID card against the issuing government authority’s
database, which independently notifies the bank
of the outcome, all without sharing or exposing
the private data or exchanging passwords. Further,
the bank is separately notified of any changes
(lost or stolen passport) and passport renewals.
All relying parties are informed of any updates to
KYC documents, with express user consent. The
user is in control, but they are also exposed if they
refuse to comply with legal requirements to keep
their information up to date. For example, many
regulations including those for KYC/AML and GDPR
require that personal data be kept up to date.

The technology has more capabilities. One is the
ability for a bank and a utility to check whether the
address for each of their customers is the same,
notifying the customer where it is not and asking the
customer to update the wrong address. The bank
can clean its customer data and help the customer
manage their data at the same time. The value
of the customer data is increased and the bank’s
relationship with each customer is strengthened.
Almost all industry sectors and government
departments have similar requirements.
The technology has won many awards including the
distinction of its developer, Sedicii, being selected as
a World Economic Forum Technology Pioneer. The
ZKP technology spans the domains of cybersecurity,
privacy and identity.
The organisation is currently working on pilots for
a global travel project, a significant identity project
for a nation state in the Asia-Pacific region, the
government of an EU member state, the government
of the United Kingdom and the government of
Ireland. These include various programs for
passport and other identity document verification
for the purposes of anti-money laundering (AML),
counter terror financing, fraud and other identity
related cybercrime.

9

http://news.mit.edu/2013/goldwasser-and-micali-win-turing-award-0313

10

https://www.ingwb.com/themes/blockchain-articles/ing-launches-major-addition-to-blockchain-technology
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The Fundamental Importance
of Digital Identity
A digital identity is a digital proxy for the real, physical you. The explosive growth in services produced by
the Internet continues to develop new kinds of services, most requiring an identity of some kind to recognise
an individual returning to the service provider’s website and to work out their entitlements. Almost every
service has developed its own proprietary ways of registering their customers. The net result is the majority
of individuals have a different ID for gas, electricity, water, car insurance (which changes each year) and the
40+ user-centric applications on a typical user’s smartphone. This situation is not only difficult to manage but
it tends to generate re-use of the same passwords, which dramatically undermines the smartphone’s security
model. Break one and you can likely break them all.
The role of the Identity Provider (IdP) is to verify the user’s claimed evidence of identity as part of the identity
proofing process and, if successful, create a reusable digital identity with a Level of Assurance11 that the
identity is correct (based on the Level of Identity Proofing (LoIP)12).
At the same time, a user’s personal information becomes ever more widely spread across systems and
service providers. The task of managing this increasing proliferation of user attributes, and the risk that it
presents back to the user, is becoming increasingly daunting.

Problem:
User Identity Attributes are
Spread Across Systems and
Service Providers

THE KRIPTAN NETWORK RESOLVES THIS PROBLEM
Figure 7: ZKP Reduces the Need for Identity
Attributes Spread Across Hundreds of Databases

© 2019 by Sedicii Innovations Ltd. All Rights Reserved.

The Kriptan Network: Identity - A New Asset Class		

White Paper V 4.1

15

Identity could be summarised as WHO you are, WHERE you came from and WHAT you do. And yet identity is
a complex subject. It is not simply a passport or an identity card or any other kind of document. Everyone has
an identity made up of many factors; where they were born, who their parents are, where they live, where
they work and what they do. This latter factor has many elements. These personal data attributes have to be
protected and managed.
From a government point of view, establishing identity is often related to an entitlement to residency and
use of government services such as the health service and social security. Birth certificates and identity cards
are typical instruments used to establish entitlement. These documents signify that the holder is entitled to
enter or live in a country and use the services of that country.
However, we all had an identity before any of these entitlements were ever issued. The documents came
later. Regrettably, not all documents are genuine and fraudulent documents have led to increasingly complex
printed documents with built in anti-fraud registration procedures for obtaining those documents; the latest
being biometric additions to passports and e-ID cards.

The important points are that:

11

•

Paper identity documents are inadequate, no matter how sophisticated they may be

•

Electronic-ID (smartcards) has dramatically decreased the risks and costs of identity because
the transactions and authentications validate against the IdP; they can also improve efficiency.
However, infrastructure, integration and management costs can be significant. Their connections are
intermittent

•

Modern mobile smartphones remove the infrastructure costs, risks and complexities. They are
significantly more secure than most e-IDs and almost always connect securely to a network. Crucially,
mobile provides a means to bind the user to the smartphone to the authoritative data to the secure
application

•

Zero Knowledge Proof delivers the next layer of cost reduction and risk reduction. In addition, it
delivers an increase in operational capability and efficiency

Defined in ISO/IEC 29115 – Entity Authentication Assurance Framework.
This is referenced in many governments’ identity policies and in the EU eIDAS Regulation’s supporting documents.

12

Defined in ISO/IEC TS 29003 – Identity Proofing
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Business Perspective
Most business organisations are required to collaborate with customers and suppliers in government and
industry, as well as with consumers. Collaboration requires the ability to access information which requires
access controls that work across organisations. This requires Federated Identity & Access Management
(FIAM). The business organisations don’t want the cost and complexity of multiple solutions; they want one
way to do this, which is re-usable, interoperable, scalable, secure, compliant and affordable. Government
organisations are similar. A monopoly is not legally feasible or safe. There will be many products and
solutions, but they have to be interoperable and assured.

Risk mitigation demands that the basis of these digital, collaborative relationships is predicated on
trust and interoperability, where:
•

•

Trust requires AAA:
ºº

Authentication – prove that you are who you claim to be

ºº

Authorisation – prove that you have permission to do what you request

ºº

Accountability – prove who did what and when

Interoperability requires:
ºº

Access to legally-admissible authoritative data

ºº

Policy interoperability – consistent behaviour across participants

ºº

Data interoperability - semantics and syntax

ºº

Technological interoperability

ºº

System interoperability

Businesses want to use such trust for all its business relationships and processes and seeks to find ways
to link digital payments to these trust mechanisms, to reduce costs and risks, providing faster payments
underpinned by strong AAA.
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Consumer and Citizen
Perspective
Whilst there are significant legal differences
between consumers and citizens, and what they do,
individuals expect a similar customer experience
when using any applications. Indeed, most people
expect to be able to re-use some of their personal
data held by government for consumer purposes.
The paradox is that most people want to be in
control of their data, but they don’t want the
inconvenience of managing it - ensuring that their
personal data is accurate, it is updated quickly when
changes occur, they keep a record of organisations
that need to be updated, they know how to
protect their data and they know what to do when
something goes wrong13. The challenges of Personal
Information Management (PIM) are significant and
beyond the skill and appetite of most people.

Consumers can benefit from fair financial reward
for the use of their personal data, whilst still having
it under their control - they want to earn from the
Personal Information Economy (PIE). Payments
should be possible using existing fiat currencies or
using virtual currencies. Kriptan can support both.
Further, some consumers want to use their identity
to support the use of virtual currencies that they
can trust and that can prove that the consumer is
trusted too. The Kriptan Network supports trusted
tokens, such as Kriptan or a nation state’s digital
token, as noted below in the Window of Opportunity
#4: Transferring Value Based on High Assurance
Trust.

Instead, people expect their personal data to
be managed as a service by one or more service
providers. Such service providers are only just
beginning to appear, but the safety and quality of
their services and solutions vary.

13

People understand that they need a strong identity
so that they can be confident that no-one can
impersonate them and that they can use it to
control the consent they give, or revoke, for the
controlled use of specific personal data attributes.
People, particularly consumers, want to harness this
strong control and link it to their financial activities,
particularly for consumer payments and potentially
for high value transactions, including tax payments.

This paradox is evidenced in studies from the Pew Research Center:

http://www.pewinternet.org/2015/05/20/americans-views-about-data-collection-and-security/
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Window of Opportunity #1:
New Markets and Innovation
Although consumers do not yet know it, major regulated companies in all sectors are under
increasing regulatory pressure to ensure:
•

Privacy of an individual’s transaction and personal data

•

Management of a customer’s consent for the use of individual data attributes

•

Their customer’s data is kept up to date

This means that companies will have to find ways to help each customer maintain and update their personal
data with ease. If the company does this well and increases customer loyalty and confidence, they can offer
services that leverage the customer’s personal data to earn them money - this is referred to as the Personal
Information Economy (PIE).
However, the PIE doesn’t happen without strong privacy, security and consent measures that are under the
user’s control but backed with strong privacy services. New solutions are needed that enable the user to
use and manage their personal data easily, conveniently and safely. This requires the minimum disclosure of
personal data, using techniques such as Zero Knowledge Proof (ZKP).
The Kriptan Network implements the leading ZKP technology with the potential to satisfy a large number of
identity-related trust requirements in and across different government, industry and international business
use cases. It is the most comprehensive ZKP capability described in the ISO 27551 international standard
under development.

Revenue:
•

The PIE market is just beginning. However major technology companies have no meaningful solution
for ZKP that is based on identity. The global PIE market is expected to eclipse $500 billion by 2020.14 15 16

PERSONAL
INFORMATION
ECONOMY

Figure 8: Consumers Monetise their Personal
Data in the Personal Information Economy

14

https://www.slideshare.net/Ericsson/ericsson-consumerlab-personal-information-economy-24615820

15

https://www.ctrl-shift.co.uk/pie16/

16

https://hbr.org/2015/05/customer-data-designing-for-transparency-and-trust
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Window of Opportunity #2:
High Assurance
There is a window of opportunity in the market for a high assurance capability or set of services
that enable a person to:
•

Authenticate to a relying party (or counterparty)

•

Access personal data compliant with the EU GDPR

•

Give, change and revoke consent

•

Issue a verified, pseudonymous claim (e.g. I am over 18, I am entitled to enter this building, I am
married, I am insured, I am a pensioner, I am a diabetic)

•

Update personal data held by relying parties, via the authoritative source (e.g. the addresses held by
my bank and electricity company, my new passport number or driving licence number)

Most existing high assurance solutions have one of two problems:
•

They are paper identity documents that rely on sophisticated passive security features to allow a
relying party to trust the information in the document. Such documents are subject to many fraud
attack vectors

•

They are electronic cards or mobiles that contain a local identity token that persists for the life of the
token, even though it may have been revoked or suspended

Neither uses the latest authoritative data from the source, which gives high assurance authentication. The
Kriptan Network uses the latest authoritative data at source to validate the data claimed by the user. This
is the requirement of ISO international standards at High Assurance (Level of Assurance 3 – suitable for
employees in regulated supply chains and governments) and Very High Assurance (LoA 4 – national security,
danger to life, high economic risk). And it does this at a much lower cost than most solutions. This capability
fills a large window of opportunity that goes well beyond consumer requirements to include employees in
regulated industries and governments, patient records, border control and more.

Revenue:
•

The regulated financial services sector KYC requirement in the UK alone is worth $690 million annually

•

The UK airline Advanced Passenger Information and in-airport passenger screening is worth another
$140-280 million annually

•

UK government requirements for citizen authentication is worth more than $690 million annually

•

Other UK online and offline industry requirements exceed $1.4 billion

•

Other estimates: US, Europe and Asia exceed $83 billion

Financial
Services

KYC

Advanced Passenger
Information and
Airport Screening

Travel
Industry

Figure 9: High Assurance is Required for Financial Services and Travel Industry
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Window of Opportunity #3:
Enabling Blockchains for GDPR
New Distributed Ledger Technologies (DLT) are increasingly based on blockchains. Many nations are
rapidly developing blockchain solutions for new data-centric services to replace existing, less efficient and
compliant technologies. However, a blockchain’s property of immutability means that personally identifiable
information (PII) has to be held “off-chain” in a way that decouples the chain from the personal data. By
utilising ZKP this requirement can be met by connecting the operational chain to a separate private database
that maintains the personal data, whilst allowing the external operational chain to provide immutable
identifiers to relying parties. This meets the most stringent legal requirements of the EU’s GDPR and other
nations, notably Japan.

Revenue:
•

All blockchains supporting the use of personal data will require de-identification and other privacy and
consent centric solutions. In Europe alone, the revenue potential eclipses $40 billion

On-chain
(Operational Chain)

Off-chain
(Separate)

Figure 10: Kriptan Network does not Store Personal Data On-chain
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Window of Opportunity #4:
Transferring Value Based on High
Assurance Trust
Many nation states provide identity programs with high assurance credentials. In some cases, the identity
proofing is based on checking passports and is a form of remote, cross-border Know Your Customer (KYC).
Some nation states have recognised the value of using national identity programs to underpin the use of a
high assurance value exchange mechanism, and so have launched nation-state digital tokens.
Initial discussions with leading US banks seek to accept and exchange nation-state tokens under Securities
and Exchange Commission (SEC) and other banking regulations. However, early trials with nation-state digital
tokens are struggling to become operational, which is a window of opportunity for the Kriptan Network.

The Kriptan Network will launch a new, trusted digital asset, or token, Kriptan to:
•

Be a high assurance, trusted digital asset for transferring value in highly regulated industries and for
government contractors where end-to-end regulatory compliance and traceability are required

•

Provide cross-border identity verification via passport offices from related countries and their
respective passport offices. Some nation states are restricted to identity verification via their own
passport office, and do not have the means to link cross-border passport offices. The Kriptan Network
can resolve this issue

•

Enable micropayments for identity services. The Relying Party pays; the Identity Provider (e.g. passport
provider) receives a percentage, the Verification Engine operator will receive a percentage, and the
user receives a royalty payment to make their data available and to use the relevant systems

•

Provide a mechanism for consumer customers to achieve revenue for their PIE and other services

Revenue
•

Revenue impact discussions are underway. For example, New York City investment banking experts
see “huge opportunity” in some of the nation state token pilots, and want to move to a cash raise,
but not all nation-state digital tokens are capable of doing this. The Kriptan Network, could meet this
opportunity

Nation State Token

Kriptan

Figure 11: Kriptan Fulfils Nation State, High Assurance Digital Currency Requirements
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Use Cases
Every sector in industry and most government organisations have potential use cases, including those
described in the Windows of Opportunity outlined above. In addition, the Kriptan Network is being assessed
by the UK Government’s National Cyber Security Centre for certification to operate at OFFICIAL or SECRET.
This certification should meet or exceed global commercial and government security requirements as well as
privacy and consent management requirements.

Examples of Kriptan Network use cases include:
•

Government
ºº

Passport data and possibly mobile passports

ºº

Citizen identity data

ºº

Driving licence data and possibly mobile driving licences

ºº

Border control

ºº

Law enforcement

ºº

Financial intelligence, Cyber intelligence

ºº

Military

•

Airlines for employees and passengers

•

Airport employees and passengers

•

Banks for KYC, Ultimate Beneficial Ownership (UBO), Person of Significant Control (PSC), customer data
management, corporate compliance and employees. Payments, trade and settlement authentication
and traceability management

•

Utilities for customer on-boarding and customer data management. Potential for Smart Meter
management and for employees

•

Health. Patient and employee authentication and data management, including prescriptions and
patient record management

•

Food traceability. Employee authentication and data management

•

Maritime traceability. Crew and passenger authentication and data management

•

Retail services. Employee and customer data management. Support for data analytics

•

Online payments – authentication and signature

•

Law enforcement and criminal justice. Personal data management and data sharing under control

•

Land registration management, authentication and transaction management

•

Software licence management

•

Blockchain and Distributed Ledger Technology implementations

•

Cloud service access and federation for secure collaboration across supply chains

•

Societal and financial inclusion for 1.1 billion people (UN Sustainability Development Goal 16.9)

Kriptan Tokens can support:
•

Micropayments for the use of the Kriptan Network

•

Payments and conversions to fiat and virtual currencies

•

Value exchange

•

Asset exchange

•

Tokenisation of identity and other attributes
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Unique Selling Points
Unique Selling Points (USPs) reflect market needs outlined in the windows of opportunity above.
Identity Verification Services will grow to a $123 billion market globally by 2020 in which the banks,
telecommunication companies and airlines could become trusted sources for identity verification.
The USPs are based on OUR MISSION to create a streamlined, friction-free process that allows an
individual to assert their identity to the required level, keep personal data private and enable
improvements to operational efficiency and security.
The USPs can best be understood through an example using passports or utility bills for identity verification.
Below, we will examine three sets of benefits: 1) benefits for an enterprise or Relying Party, 2) benefits for a
government identity provider (in this case a passport office) and 3) benefits for the user.

Bank or any other
Relying Party

Government
or any other
Identity Provider

User

Figure 12: Example of Relying Party, Identity Provider and User

The following benefits accrue to Relying Parties such as an enterprise or organisation:
•

Ability to verify an identity without compromising privacy regulations

•

Ability to identify fake or synthetic identity, in real-time (passport / utility bill)

•

Ability to integrate and consume a scalable, fully digital service

•

Compliance with GDPR due to tokenisation PII data, at rest, is minimised

•

Significant reduction in ‘cost to verify’ against an authoritative source

•

Significant reduction in operational cost and instances of fraud

•

No need to compromise competitive advantage as no PII data is shared

•

Ability to receive real-time alerts when data changes, maintaining real-time compliance

•

Other derived services are now possible
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The following benefits accrue to Identity Providers, or Governments that issue identity related
artefacts:
•

Ability to verify digitally the data in a passport, or utility bill, in real-time, at scale

•

Ability to reduce delivery costs significantly in providing a fully digital passport verification service

•

Ability to comply with applicable privacy regulations, no PII is ever exposed

•

Ability to generate consumer consent, authorisations and reporting via push notification system

•

Ability to identify possible fake or synthetic identity in real-time and engage the appropriate
authorities

•

Full digitisation of the verification process

•

Service monetisation based on the number of identity checks per annum at scale

•

New ancillary service creation; for example, Age Verification

The following benefits accrue to Users:
•

Ability to prove their identity without compromising their privacy

•

Ability to increase greatly the convenience element in proving who you are. Declare once, prove many
times

•

Ability to query, manage and update your identity and who has it

•

Ability to provide and withdraw consent

•

Ability to receive alerts and notifications when your identity is verified

•

Ability to receive “value” when your identity is verified

•

Ease of use combined with the convenience of mobile devices

•

Ability to prove age for age restricted services, without exposing other PII data
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Technical Solution Overview
18.1 Zero Knowledge Proof
There are two parties involved in a Zero Knowledge Proof (ZKP); the prover Alice and the verifier Bob. ZKP
allows Alice to show that she has a secret (for example, a credential, a credit card number or a password),
without having to show it to Bob.

The fundamental benefits of ZKP are the following:
•

Zero Knowledge: if the statement is true, the verifier will not know anything other than that the
statement is true. Information about the details of the statement will not be revealed

•

Completeness: if the statement is true, the honest verifier (that is, one following the protocol
properly) will be able to prove that the statement is true every time

•

Soundness: if the statement is false, it is almost impossible, to an astronomically small probability,
that someone could fake the result to the verifier that the statement is true

For example, let’s say Alice wants to prove to Bob that she knows the passcode associated with an automated
teller machine (ATM) card. Therefore, she withdraws some cash from the ATM without divulging the passcode
entered. Alice has performed a zero knowledge proof since the passcode was never revealed to Bob because
she can prove it to him by demonstrating possession of the cash.
In the real-world, the ATM is replaced by a set of mathematical challenges that Alice must satisfactorily
respond to. If Alice knows the passcode, she will be able to correctly respond to all challenges. If she does not
know the passcode, the probability that Alice correctly responds to a challenge by pure chance is 50%, which
is very high. However, the probability that Alice correctly responds to all challenges by mere chance is 1/2N,
which means that (from Bob’s perspective) the probability that she actually knows the passcode or secret is
1-(1/2N). For a sufficiently large number of challenges Bob can be sure beyond reasonable doubt that Alice
knows the passcode, although it was not revealed to him.

ZKP comprises two distinct flows:
•

Registration: Alice (the prover) registers her secret with Bob (the verifier)

•

Verification: Alice proves to Bob that she has the secret

The secret is neither shown nor shared in any of the steps. The verification step can be repeated many times.
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18.2 A Novel Zero Knowledge Proof
Sedicii has developed a novel ZKP protocol using the graph isomorphism based on reference [1]. Given a
graph G1 and a permutation π of its vertices, an isomorphic graph G2 of graph G1 is generated when π is
applied to relabel the vertices of G1. We write G2 = π(G1).

G1
5

d

2

4

π

G2

e

3

f(1) = c

a

f(2) = a
f(3) = b

b

f(4) = e
f(5) = d

c

1

Figure 13: An Example of Graph Isomorphism for G2 = π(G1).
This ZKP’s strength relies in the fact that given two n × n isomorphic graphs G1 and G2, it is extremely difficult
to find the permutation π that transforms G1 into G2. The size of the search space is n! and the problem is
NP, reference [2]. For example, for 64 × 64 bit G1 and G2 matrices the size of the search space is 64!, which
is greater than 1089. In real terms, if one billion combinations could be tested every second, it would take
3.15x1073 years to solve the problem.

18.3 ZKP Verification Engine (ZVE)
The ZKP Verification Engine (ZVE) is the core component of the Kriptan Network that allows a person to
provide a proof of identity to a Relying Party (RP), such as a bank, airline insurance company or another
organisation. The engine uses ZKP so that the identity attributes are never transferred over the
network; not even in hashed or encrypted form.

Alice

ZKP Verification
Engine (ZVE)

PASSPORT

Figure 14: ZKP Verification Engine
Figure 14 illustrates, with an example, how the ZVE works. A user can verify her identity with an Identity
Provider (e.g. a Passport Office) via the ZVE and provide this proof to an RP (e.g. a bank) without sharing her
identity attributes.
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In this example, Alice wants to open a bank account. Following anti-money laundering regulations, the bank
is required to verify Alice’s identity (KYC process). The bank has a mobile application containing a Software
Development Kit (SDK) that connects it to the ZVE. Alice uses this mobile application to scan her passport and
to match her identity information with the original, authoritative information stored at the Passport Office.
By virtue of ZKP, this matching does not require the actual exchange of identity information over the network.
The process requires Alice’s consent and is fully compliant with GDPR. More specifically, the ZVE does not
see or store any identity information from Alice, nor does the bank receive Alice’s identity attributes, but is
assured that the identity information the bank has from Alice is accurate.

ZKP & Blockchain
ZKP can be used to anonymise the transactions between address pairs in a blockchain. In an anonymous
transaction, both the sender and receiver can prove, via ZKP, ownership of their corresponding addresses in the
chain without revealing them.
We differentiate between two types of anonymity in blockchains; that which we refer to as trusted and untrusted
anonymity. We define a trusted, anonymous blockchain as a blockchain that is accountable and in which users have
verified trusted identities (see table 1 below).

Blockchains

Untrusted

Trusted

Anonymous

Yes

Yes

Accountable

No

Yes

1 address 1 real person

No

Yes

Table 1: Trusted Versus Untrusted, Anonymous Blockchains
Let us cover in more detail the differences between the two types of blockchain.

18.3.1 Untrusted Anonymity
When anonymity is untrusted, a user is the only person in the world who knows her address or addresses
in the blockchain. Although this may seem to be desirable, there are two important problems that arise with
untrusted anonymity that relate to:
•

Identity Fraud, and

•

Governance

Identity Fraud in the KYC Process
With untrusted anonymity the users in the blockchain have no guarantees that an address corresponds to a
real person. In fact, behind an address there could be a criminal organisation, a blacklisted person, a minor,
or a hijacked account, all of them operating with full anonymity.
Digital token exchanges are required to ensure new users go through a KYC process. However, most
exchanges implement a very weak form of KYC based on paper identity documents and therefore do not
solve the identity fraud problem. The KYC process they typically implement relies on sophisticated passive
security features to allow a relying party to trust the information in the paper identity document. Such
documents are subject to many fraud attack vectors. The situation gets even worse, since most digital
token exchanges typically have no access to the original paper identity documents, but only to copies of
the originals. This prevents them from using some of the passive security features, such as holograms and
special inks.
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Governance
The governance of a blockchain with untrusted anonymity is, by definition, unaccountable and untraceable.
This makes it unsuitable for government and regulatory compliant industry purposes.
An untrusted anonymous blockchain seems, therefore, to offer a convenient shelter for criminal activity.

18.3.2 Blockchain with Trusted Anonymity
The Kriptan Network blockchain offers trusted anonymity by connecting trusted identities from the
Verification Engine (ZVE) in Figure 15 below a blockchain using ZKP. While addresses in the blockchain are
anonymous to the blockchain users, off-chain trusted identities link to them.

Trusted Identity Layer

Blockchain Layer

ZKP Verification Engine (ZVE)
Figure 15: Logical View of the Trusted Identity Layer

The Trusted Identity layer can be built on top of any blockchain to
eliminate identity fraud and to provide anonymity with accountability.
Note that in order to be precise, the blockchain is pseudonymous with multiple pseudonyms. However,
since every time a user appears on a transaction a different pseudonym is used and there is no correlation
between pseudonyms, it is not possible to know who a user is in the blockchain. Therefore, in this whitepaper
we refer to the Kriptan Network’s blockchain as being anonymous.
In what follows we are going to describe the Kriptan Blockchain, but as Figure 15 above suggests, the Trusted
Identity layer can be built on top of any blockchain to eliminate identity fraud and to provide anonymity with
accountability.
In our trusted, anonymous blockchain, a Kriptan Account is the element that links a real-world person with
her identity verification results. This process implies setting up two links:
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Identity Verification Results
Passport - OK
Driver’s Licence - OK

USER Account

Real World Person

ZVE Link

ZVE Link

Session ID

Something:

Electricity Bill - OK
Personal ID Card - OK

Trusted Identity

Blockchain Address

•
•
•

You know
You are
You have

Logged in User

ZKP Verification Engine (ZVE)
Figure 16: A Kriptan account links a real-world
person with her identity verification results
The link between a real-world person and the Kriptan account (User Link in figure above) is established when
the account is created by using multi-factor authentication. When the user creates the account, she provides
at least two of the following:
•

Something she knows (e.g. the User Secret)

•

Something she has (e.g. the code or codes identifying her device, such as the IMEI or IMSI)

•

Something she is (e.g. face or fingerprint scan)

This way only the user can claim ownership of the account during authentication. This link is as strong as the
number and quality of the factors added to the authentication. Moreover, it is created using ZKP, so that no
user information is shared or associated with the Kriptan account in the ZVE, including the User Secret, IMEI,
IMSI or face or fingerprint scans. The Kriptan account is entirely anonymous.
The link between the Kriptan account and the identity verification results (ZVE Link in figure 16) is created
when the authenticated user verifies her identity against one or more Identity Providers. This link is strong,
and it is hard for a user to perform an attack on someone else’s session. This link is also created using ZKP, so
that no identity attribute information is shared or associated with the Kriptan account in the ZVE, including
the passport information, residential address or driver’s licence information.
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18.3.3 Enabling Regulatory Compliance
Uncertainty with regard to the regulatory status of certain blockchain transactions has resulted in limited
adoption of this powerful technology for main stream business interactions to date. Protecting citizens’
fundamental rights is critical to full adoption.
The enforcement of laws and the preservation of basic rights is entrusted to law enforcement agencies and
the courts operating on a mandate from Government. Applying the norms of traditional judicial oversight to
the blockchain is the key to allowing global adoption of blockchain technologies for Governments, Business
and Individuals.

Use Case
The ZVE does not know Alice’s identity as it only has a unique random account number to identify her,
which was created when she registered for the service. What happens if Alice comes to the attention of law
enforcement authorities because they have reason to believe she is involved in illegal activities?
Alice’s actual identity information is only held by the IdP(s) that she is verified against. The strength of the
Kriptan Network technology lies in its complexity. If a law enforcement agency suspects Alice of a breach of
the law with respect to the Kriptan Network then in order to investigate her, they will need:

Figure 17: Judicial Oversight Process
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Stage 1
To retrieve the address for the relevant transaction from the public blockchain. This is not difficult as it is
public information.
Stage 2
To apply to the courts in the relevant jurisdiction, and successfully obtain, a court order requiring the Kriptan
Network ZVE to disclose the Kriptan account that is linked to that public blockchain address. This is only one
piece of Alice’s identity puzzle. From this they will see all linked public blockchain transactions and also what
IdP’s have Alice’s real identity (the Kriptan ZVE itself does not have her real identity).
Stage 3
To apply for, and be successful once more in obtaining one or more court order(s) for each IdP that holds the
necessary pieces of Alice’s identity jigsaw - in order to require the legal disclosure of the real identity for that
person who is linked to the ZVE account i.e. Alice.
The Kriptan Network is engineered to be pseudonymous within the boundaries of the network, with the
extension to the public blockchain being anonymous. By doing so it can protect the privacy of its users.
However, it is also designed to assist in the transition to a robust ‘digital by default’ system where users are
expected to comply with the laws in their jurisdiction and to agree to the rule of law with full judicial oversight
for regulatory and law enforcement agencies.
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18.3.4 Blockchain Features
The main features of a blockchain using the Trusted Identity Layer are:
•

No identity fraud, connecting to authoritative source

•

Real-time trusted identity linking, live data

•

Pseudonymous with multiple pseudonyms (IdP and Hub, Anti-Collusion)

•

Tokens which are more secure and can be transacted through multifactor authentication

•

Prevents SIM Swap and Device Swap

•

Governance is able to operate effectively for all risks

•

Scalable Financial Risk Mitigation

•

Supports GDPR’s Right to be Forgotten

•

Supports Proof of Authority

•

Secure trusted identity – blockchain address link

Real-Time Trusted Identity Linking
The Kriptan Network provides a way to link trusted identities to blockchain addresses in an anonymous way.
Trusted identities have a lifecycle. Although Alice’s passport information can be valid today, tomorrow her
passport could expire, or even worse, it could be revoked by the government.
This means that even if Alice can provide today a zero knowledge proof stating that her passport identity is
valid, this proof has no value tomorrow. Therefore, we need a ZKP algorithm that provides identity proofs
in real-time. This is called an interactive ZKP algorithm. In contrast, non-interactive ZKP variants, such as
zkSNARK [3], require no interaction between prover and verifier.
This ZKP was conceived to manage identities and therefore it is interactive (real-time) by design. When Alice’s
passport expires, the ZVE receives a notification from the corresponding IdP (i.e. the Passport Office) and
Alice’s addresses in the blockchain are marked as invalid. This means that she can receive money, but she
cannot spend it. If she wants to transfer it, or to exchange it for another currency, she is required to verify her
identity (with her renewed passport information), in which case her addresses are marked as active and the
transaction can take place.

Anonymity
Every blockchain transaction is proxied through the Trusted Identity Layer. This prevents other users from
tracing historic transactions to connect identities to addresses. Therefore, the Kriptan Network’s blockchain
is anonymous. Thanks to ZKP, the ZVE can guarantee that a Public Address in the blockchain is linked to a
verified identity without actually knowing the identity itself, and thus preserving anonymity. The user has an
account in the ZVE, but no personal identifiable information is stored in the ZVE, such as email or phone.
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Identity Provider

ZKP Verification Engine
(ZVE)

IdP
•

Knows who Alice is

•

Knows a User ID has a verified identity

•

Does not know her
blockchain addresses

•

Does not know that the User ID
corresponds to Alice thanks to ZKP

Trusted Identity

Blockchain

•

Users in the chain do not
know about other User IDs
or identities

Blockchain Addresses

ZVE LINK
Figure 18: Who Knows What in the Kriptan Network Blockchain

Scalable Financial Risk Mitigation
The Trusted Identity Layer offers a mechanism to control financial risk in a blockchain. Since the value of the
transactions is visible, different safety requirements can be met depending on the associated financial risk.
For example, a transaction representing a small value may require the submitter to have her identity verified
against one Identity Provider (such as a passport office), whereas a high-value transaction may require a
more thorough identity verification involving for instance two different proofs of identity and a proof of
address no older than 2 months.

Right to be Forgotten
Article 17 of the General Data Protection Regulation (GDPR) [4] grants the data subject (e.g. Alice) the right
to have the data controller erase all the personal data concerning him or her without undue delay. When
the user requests her data to be erased the ZVE deletes her account together with all associated data. It
therefore destroys the link between the trusted identity and the blockchain addresses, effectively eliminating
the user from the blockchain.

Supports Proof of Authority
Proof of Work (PoW) places a limit on the number of blocks that can be created per hour and therefore on
the number of transactions that a blockchain can process per second. It is extremely inefficient in terms of
energy consumption. This makes it expensive and incentivises miners to centralise the hashing power. So,
instead of encouraging a truly distributed network, these concentrated mining farms have become de facto
authorities in many blockchains.
Proof of Stake (PoS) has a similar problem; there is no guarantee that the validator with the highest collateral
deposited for a block is going to operate the blockchain in its best interests. William Banks, CTO at VIVA
says: “PoS works only because the best interests of the largest stakeholders usually do align with those of
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Proof of Authority (PoA) is a consensus mechanism for blockchain in which consensus is achieved by referring
to a list of validators (referred to as authorities when they are linked to physical entities). Validators are a
group of accounts/nodes that are allowed to participate in the consensus; they validate the transactions and
blocks. Unlike PoW or PoS, there is no mining mechanism involved.
The Kriptan Network’s Trusted Identity Layer links trusted identities to blockchain nodes, enabling them to
act as authorities (validators). Therefore, the Trusted Identity Layer allows the underlying blockchain to use
PoA as a consensus mechanism, which brings in the following advantages:
•

Single approach to identity management

•

Single risk management model

•

Reduced costs and risks, and a reduced attack surface

•

Single audit and accountability model

•

Single strong access control model and permission management

•

Much faster performance

•

Less environmental impact

Secure Trusted Identity – Blockchain Address Link
It is of paramount importance that the creation of the link between a trusted identity and a blockchain
address is tamper-proof. Without this guarantee, an attacker could link a licit identity verification from
another user to one of her blockchain addresses. The blockchain intertwines the ZKP identity verification and
its connection to a blockchain address in a way that is mathematically impossible to alter the second without
affecting the first. More specifically, any attempt to change the blockchain address will invalidate the ZKP
verification process.
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18.4 Kriptan
The Kriptan Network token is called Kriptan. We refer the interested reader to the separate Kriptan Token
White Paper for more details.

Value
Kriptans are associated with the exchange of identity information in the ZVE. There are two types of
information being exchanged:
1.

Verification results (e.g. Alice’s passport identity attributes are in good standing)

2.

Attribute information (e.g. Alice’s passport identity attributes)

Verification Results are exchanged using ZKP, and Attribute Information is sent using secure tokens.
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19

Technical Solution Details
Please refer to the Sedicii Technical White Paper for additional technical solution details.

19.1 Identity Expiration and Renewal
Identity attributes have a lifecycle. For example, the identity attributes associated with a passport are
associated with the state of the passport, which could be valid, expired, renewed, revoked, lost or stolen,
etc. It is important to reflect this state in the blockchain. A user with an expired, revoked, lost or stolen
passport should not be able to spend Kriptans. Since spending Kriptans involves an interactive ZKP, it is
possible for the blockchain to learn about the state associated with the user’s identity attributes right when
the user intends to spend tokens. This state is modified in real-time when the Identity Provider managing
the identity attributes notifies a change to the ZVE. For example, if an identity attribute is out of date, the
identity attribute is immediately marked as invalid. In order to be able to spend tokens, a user must revert
her identity back to the valid state by re-verifying her identity attribute.

19.2 ZKP Verification Engine Federation
There will be many ZKP Verification Engines for reasons of multi-jurisdiction requirements, security,
scalability, resilience and performance. These hubs will exist and operate using the same Kriptan Network
policies, procedures and technical mechanisms with a federated governance model.
This means that IdPs, Relying Parties and users on different hubs will have to be able to interoperate and
have the same user experience as if they were on a single hub.
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20

Legal
This section provides background on the major legal, regulatory and compliance drivers for identity as a new
asset class in an increasingly digital world:
•

GDPR

•

PSD2

•

eIDAS

•

AML4

20.1 General Data Protection Regulation (GDPR)
Like its predecessor legislation, the Data Protection Act, the GDPR applies to ‘personal data’. However, the
GDPR’s definition is more detailed and makes it clear that information such as an online identifier – e.g. an
IP address – can be personal data. The more expansive definition provides for a wide range of personal
identifiers to constitute personal data, reflecting changes in technology and the way organisations collect
information about people.
The GDPR applies to both automated personal data and to manual filing systems. This is wider than the
previous definition and could include chronologically ordered sets of manual records containing personal
data.
Personal data that has been pseudonymised - e.g. key-coded - can fall within the scope of the GDPR
depending on how difficult it is to attribute the pseudonym to a particular individual.

Sensitive personal data
The GDPR refers to sensitive personal data as “special categories of personal data” (see Article 9). These
categories are broadly the same as those in the previous legislation, but there are some minor changes. For
example, the special categories specifically include genetic data, and biometric data where processed to
uniquely identify an individual.
Personal data relating to criminal convictions and offences are not included, but similar extra safeguards
apply to its processing (see Article 10).
A key provision of the regulation, Article 5 of the GDPR, requires that personal data shall be:
(a) processed lawfully, fairly and in a transparent manner in relation to individuals;
(b) collected for specified, explicit and legitimate purposes and not further processed in a manner
that is incompatible with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes shall not be considered to be
incompatible with the initial purposes;
(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are
processed;
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(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure
that personal data that are inaccurate, having regard to the purposes for which they are processed, are
erased or rectified without delay;
(e) kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored for longer
periods insofar as the personal data will be processed solely for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes subject to implementation of the
appropriate technical and organisational measures required by the GDPR in order to safeguard the rights
and freedoms of individuals;
(f) processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures.
Article 5(2) requires that
“the controller shall be responsible for, and be able to demonstrate, compliance with the principles.”
This legislation deals with all aspects of personal data, so it covers the use of data to establish a digital
identity and the subsequent use of data for a digital identity that has already been established.

20.2 Payment Services Directive 2 (PSD2)
In 2015 the EU adopted a new directive on payment services (PSD 2) to improve the existing rules and take
new digital payment services into account. The directive took effect from January 2018. It includes provisions
to:
•

Make it easier and safer to use internet payment services

•

Better protect consumers against fraud, abuse and payment problems

•

Promote innovative mobile and internet payment services

•

Strengthen consumer rights

•

Strengthen the role of the European Banking Authority (EBA) to coordinate supervisory authorities and
draft technical standards

Again, this legislation deals with the electronic use of an identity that has already been established by other
means (usually by a financial institution). Its focus is electronic payments and authorised transfer of data for
payment purposes.

20.3 EU Electronic Identification and Trust
Services Regulation (eIDAS)
eIDAS seeks to enhance trust in electronic transactions in the EU’s internal market by providing a common
foundation for secure electronic interaction between citizens, businesses and public authorities crossborders, in order to increase the effectiveness of public and private online services, electronic business and
electronic commerce in the Union.
The regulation will replace the current eSignatures Directive and any current inconsistencies in Digital
Signature law across Europe. It was adopted by the General Affairs Council in July 2014, with regulations for
trust services coming into force 1st July 2016. The mandatory mutual recognition of electronic identities (eIDs)
will apply from mid-2018.
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eIDAS covers authentication, signature seals, registered delivery services and time stamps.
The eSignature Directive (1999/93/EC) has been around for 15 years and lacks defined obligations for national
supervision of service providers. It also doesn’t take into account new technologies that have developed since
its implementation. eIDAS will bring a new layer to Digital Signature Regulation and aims to:
•

Make cross-border electronic transactions more secure and trustworthy

•

Allow for transparency and standardisation in the market

•

Ensure accountability

•

Allow citizens moving to new member states to reduce paperwork through online administration

•

Decrease red tape for businesses, meaning overheads can be reduced and profits increased

•

Increase flexibility and convenience of government services

Any person or business operating in the EU who uses electronic signatures for identity verification and
electronic transactions should ensure they are complying with these regulations.
eIDAS regulation has definitions for Advanced Electronic Signatures (AdES) and Qualified Electronic
Signatures (QES). These are set in order to provide consistency across all EU member states in the way that
Document Signing is carried out. Both AdES and QES prove identity of the signer and are the equivalent of a
wet ink signature. The main difference is acceptance by other EU member states (i.e. states other than where
the trust provider originated). AdES can be accepted by other member states, but QES must be accepted.
It’s also important to note that an AdES shall not be denied legal effect and admissibility as evidence in legal
proceedings solely on the grounds that it is in an electronic form or that it does not meet the requirements
for qualified electronic signatures.
Finally eIDAS also introduces the recognition of electronic seals which are like signatures but pertain only to
legal persons and corporate entities. This allows organisations to sign documents as a department instead of
having to use an authorised signer.
Timestamps are expected to be used on all electronic signatures in order to verify time linked to the signing.
Article 8 of the new regulation establishes three levels of assurance for identification schemes that are
directly proportional to their legal value - low, substantial and high. Whatever the assurance level, States who
have notified an identity scheme become liable for it, the registration of data operators, and identity and
authentication providers included in the notified scheme.
Unfortunately, the language in eIDAS is slightly vague and unhelpful when it comes to explaining theses:
“assurance level low shall refer to an electronic identification means in the context of an electronic
identification scheme, which provides a limited degree of confidence in the claimed or asserted
identity of a person, and is characterised with reference to technical specifications, standards and
procedures related thereto, including technical controls, the purpose of which is to decrease the risk of
misuse or alteration of the identity17”

17

Source: https: //www.eid.as/home/
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However, you can see how existing signature credentials can fit into this tiered approach. For example:
Low Assurance provides limited confidence in the identity of the signer, so this type of credential might only
prove ownership of an email address.
Substantial Assurance provides a limited degree of confidence in the claimed identity of a signer, so to
achieve this assurance level you might need to prove ownership of an email address and the identity of the
signer.
High Assurance provides a high degree of confidence in the claimed identity of a person. In addition to
proving the person’s identity, a high assurance credential might also include the organisation the individual
represents.
For electronic signatures to pass the eIDAS qualifications they must be created using a Digital Certificate
purchased from a ‘trust services provider’, such as a Certificate Authority (CA). It is the responsibility of the
trust service provider to follow the guidelines set out by eIDAS, including:
•

Verifying the identity attributes of the person to whom the certificate will be issued by having the
person physically present (for low assurance this can be an electronic presence)

•

Informing a supervisory body of any changes in the provision of its trust services and any intention to
revoke certificates

•

Training staff in data and security best practices

•

Being able to store data and certificates with utmost security and highest forms of trust as well as
taking measures to avoid forgery or theft

Keep data on certificates even after a certificate has been revoked for an appropriate period of time. This is
recommended to be done in a certificate database where it can register any changes such as revocation.

20.4 Fourth Anti-Money Laundering Directive
(AML4)
The use of the financial system for money laundering and terrorist financing purposes has received
significant media attention in recent times. Such activity has increased in sophistication and volume, leading
to a European policy imperative in establishing enhanced anti-money laundering (AML) rules. The Fourth
Anti-Money Laundering Directive (AML4) is the European Union’s most recent response to this threat,
setting out a more risk focused and sophisticated framework in addressing money laundering and terrorist
financing. AML4 came into force in June 2015 and member States must have fully implemented it into their
domestic legislation by 26 June 2017. AML4 applies to credit institutions, financial institutions and trust
company service providers (“Designated Persons”) in the same manner as previous legislation.
A number of enhancements to the framework set out under previous legislation will require businesses to
adjust their internal AML procedures and policies. At the heart of AML4 is a more pronounced risk-based
approach, whereby Obliged Entities must take appropriate steps to identify and assess the risks of money
laundering and terrorist financing in each of their individual business relationships and transactions.
At the same time, however, the Directive sets out a prescribed list of matters which must be covered in an
AML assessment. The objective of this risk assessment is to identify and manage the risk of money laundering
and terrorist financing. Obliged Entities will consequently be required to implement policies, controls, and
procedures to mitigate the associated risks arising from their assessments. Crucially this risk-based approach
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will require notably refined internal policies and procedures in comparison to existing frameworks. Beneficial
Ownership and Trustee Beneficial Ownership Entities will be required to identify individuals holding ultimate
beneficial ownership. This information is required to be accurate and current, and must be provided to the
national competent authority to compile a centralised beneficial ownership register. Politically Exposed
Persons Under AML4, both domestic and foreign Politically Exposed Persons (PEP’s) are included under the
rules.
AML4 also expressly states that Obliged Entities must have in place appropriate risk management systems,
including risk-based procedures, to determine whether the customer or the beneficial owner of the customer
is a PEP.
Beneficial Ownership and Data Protection - it is possible that the new rules on compilation and transfer
of information on beneficial owners may conflict with data protection law. By its very nature, personal
details such as the owner’s name and nationality must be conveyed to national competent authorities. The
authorities then compile this information in a central register that is accessible by any party with a “legitimate
interest.”
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21

Competition
Digital Identity is a competitive space. There are many point solutions that claim to address the issues
associated with digital identity. It is our belief that the Kriptan Network has a critical advantage over all of
them which is the ability to apply Zero Knowledge Proof in a unique, efficient, easy-to-initiate manner in order
to maintain a person’s privacy and ensure the protection of their personal data. Some of these competitors
are listed below.
A significant number of the competitors are in the Self-Sovereign Identity (SSI) market category where the
emphasis is on giving users a means to wrest control of their identities from Google, Amazon, and other large
organisations that monetise personal data. The SSI competitors do not provide the real-time highest level of
assurance and identity verification from authoritative sources that is the cornerstone of the Kriptan Network.
Many of them rely on social media friends for account recovery. For example, if three out of five social media
friends vouch for you, your account may be recovered.
The marketing messages for SSI imply that users can take control of their identities. However, the use cases
are primarily low assurance, or low trust requirements as is typified by social media. In order to cross a
border, drive a car, or conduct high-value monetary transactions, a higher level of assurance is required.
The Kriptan Network is designed for these highest assurance level use cases, as well as the lower level of
assurance use cases.
The Kriptan Network is designed to scale to support millions or billions of users and numerous Relying
Parties (RPs) and Identity Providers (IdPs). The technology core remains fairly small as spokes and
connections to communities of RPs and IdPs are formed. For several competitors, growth and expansion is
limited because of reliance on the underlying DLT, or the basic architecture which was designed for smaller
populations, not a global scale.

Civic Technologies

Civic18 envisions a world where people can decide who they want to share their personal information with
and what information gets shared. Their blockchain identity-verification technology allows consumers
to authorise the use of their identities in real time. They are developing an ecosystem that is designed to
facilitate on-demand, secure, low-cost access to identity-verification services via the blockchain. Civic has
created a platform to empower consumers to control their identities which they claim will change both the
economics and user experience of how trusted identity is used.
https://www.civic.com/

Enigma

The Enigma protocol is a second-layer, off-chain network that aims to solve the two biggest problems for
blockchains: scalability and privacy. By enabling secure, decentralised data computation and exchange,
Enigma allows blockchains to truly fulfil their powerful promise.
https://enigma.co/
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uPort

uPort is a Self-Sovereign Identity (SSI) service that gives users direct control of their identity, and developers
direct control of how this identity system is integrated. Self-sovereign identity requires an entire ecosystem,
built using Ethereum smart contracts.
https://www.uport.me/

Nuggets

Nuggets is a consumer blockchain platform that manages payment, privacy and security. It puts personal
data back in control of individuals, enabling ‘self-sovereign identity’ on a mass scale. It claims to solve the
data security challenge that businesses have.
Similar to Sedicii, Nuggets solves this problem, using zero knowledge storage, encryption, privacy, security
and trust, all combined with the immutable ledger that’s decentralised. This creates an entirely new,
blockchain-enabled platform for making e-commerce payments without having to sacrifice control of their
personal data. It is a consumer platform that everyone will use every day, to make trusted transactions with
one simple, biometric verification.
https://nuggets.tokenhub.com/

Evernym (Sovrin)

Evernym, another Self-Sovereign Identity (SSI) provider, has developed a publicly available distributed
ledger solution, called Sovrin, and donated its code to Hyperledger, making it publicly available. Sovrin’s
focus on decentralised, independent identity, has resulted in policies that are privacy enhancing and privacy
protecting. Its design has been focused on increasing security and privacy while reducing undesirable
impacts and correlation risk. The Sovrin ledger is designed as a public utility which can be used by any person
or organisation. This has benefits from a scale, flexibility and adoption perspective, although performance
may be constrained by Hyperledger limits. The public accessibility ensures that identity can be independent
and self-sovereign.
sovrin.org

Blockstack

With Blockstack, users get digital keys that let them own their identity. They sign in to apps locally without
remote servers or identity providers. Its storage system allows users to bring their own storage providers
and control their data. Data is encrypted and easily shared between applications. Blockstack uses Bitcoin
and other crypto-currencies for simple peer-to-peer payments. Developers can charge for downloads,
subscriptions, and more.
blockstack.org
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22

Team - Expertise, Experience,
Capability and Capacity
22.1 Executive Team
The executive team comprises expertise in identity, KYC and cryptography.

Rob Leslie

is founder and CEO. Rob has been the primary driver of the company and
has successfully gained recognition for Sedicii at a significant number of
technology and innovation competitions. Rob has a successful track record
of establishing and growing businesses to considerable scale and was part
of the original management team in Dell Japan that established and grew the
business to almost 300 employees and $300M turnover in 4 years. He is a
co-founder of Kyckr (ASX:KYK) which is listed on the Australian Stock Exchange
since September 2016 and provides organisational identity services for KYC
& AML services to banks and other regulated financial institutions. Rob is a
World Economic Forum Technology Pioneer and has been invited to speak at
Davos on Cybersecurity, Identity and other technology issues affecting the
world’s economies. He holds a B.Eng. degree in Electronic Engineering from
Dublin City University.

Patrick Curry OBE CEng

is Director of Innovation & Strategy. He is a strategic information management
expert with a strong background in military contingency operations,
command & control, crisis decision making, secure collaboration in
supply chains and business continuity. He has worked in a range of senior
information-centric operational management roles across UK government,
international aerospace and defence sectors. He specialises in the use and
management of information to support operations in trusted environments
within and between collaborating organisations in US, NATO, Europe and Asia.
He is also CEO of the British Business Federation Authority (BBFA – www.
bbfa.info) which enables the implementation of federated identity & access
management and secure collaboration across industry and is expanding into
cyber resilience, Internet governance, sharing of sensitive cybersecurity and
counter-fraud information, involving EU, NATO, law enforcement (including
Interpol) government and industry organisations from over 35 nations. He
wrote the Information Sharing Framework for the military Multinational
Experiment 7, which tested cyber crisis management including air traffic
management, energy and telecoms. He has a leading role in blockchain
and DLT development in the UK. He is also an ISO editor for international
standards on identity management, privacy and blockchains. Patrick is a
chartered engineer and holds UK government security clearances.
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Miguel DeVega Rodrigo

is Chief Technology Officer (CTO). Miguel holds a Ph. D. in machine learning
and cryptography from the Université Libre de Bruxelles and a Masters
in Engineering from the Madrid Polytechnic University. He is passionate
about data science, deep learning, big data analytics, machine learning, lean
management and agile methodologies. He has authored 27 patents, published
in international journals, lived in 5 countries and worked at both big (Siemens,
Nokia) and small companies. He is a serial entrepreneur having previously cofounded 4 startups including Dialective, Wumoo and I-Flike-U. He has worked
on digital assistants (chatbots), with special emphasis on conversational
user experience and optimisation. He is currently working on cryptographic
processes used for authentication and identity verification.

Ben McKee

is Sales Director, UK. Ben has extensive experience in sales, marketing,
business development and people leadership, built over a successful career
within blue-chip financial organisations. Ben has 20+ years’ experience
selling to global clients having held senior positions within Santander,
American Express, Investec, Prudential and ACAMS. This has given him a
deep understanding of how these organisations are structured, the decisionmaking process, the budgeting process and most importantly how they
engage and purchase products and services, particularly enterprise solutions.
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22.2 Advisors
Our advisors represent global experts in business, financial services and technology investment.

Michael King

is a partner and owner in both a consultancy and software business. Prior to
running his own businesses, Michael worked at SWIFT in multiple leadership
roles in Europe, US and Asia. His interest in all things digital started when
he was Managing Director e-commerce responsible for delivering SWIFT’s
e-commerce portfolio, which included corporate STP, Trade Services, TrustAct,
a secure web-based messaging service, and e-paymentsPlus, a portfolio of
online payment initiation and identity instruments. Michael enjoys challenging
the status quo and has a proven ability to think outside the box and come up
with business opportunities from new situations

Nigel Aston

is Consultant and Chief Strategy Officer at Blok-Tech, where he is engaged
in broad range of consulting on strategic and competitive intelligence
issues with particular focus on security and blockchain. This includes
innovation with blockchain architecture to provide a more secure access and
distribution to information. The information can include vehicle information
plus telemetry that makes it especially suitable for environments with high
security requirements and mutually physically unknown actors. Nigel has a
strong background in dealing with international institutions in the private
and public sectors. He has held a range of executive leadership positions at
Amadeus including Senior Advisor Corporate Strategy for developing longer
term strategic initiatives. As a UK civil servant, he held positions ranging
from manager of a Government Employment centre, to member of a Cabinet
Minister´s office, to regional employment policy and culminating with
responsibility for policy on incoming tourism to the UK. Nigel represented the
UK at the Council of Ministers, with the European Commission and with the
OECD and the UN World Tourism Organisation. Nigel has a degree in politics
from the University of Hull and a diploma in management from the Henley
Business School of the University of Reading.

Stuart Hillston

serves as Chief Executive Officer of Constellation Capital. Stuart is a handson technology investor and a specialist advisor to early stage entrepreneurs
primarily in the software,medtech, digital and mobile sectors. He is a mentor
to a number of start-up accelerator initiatives, including Wayra, and has
experience of both managing and rapidly building start-up companies. He
serves as Member of Advisory Board at Ensygnia Ltd. and has been an advisor
to Sedicii since its incorporation.
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Albert Wong, AM

B Com, F FINSIA, MSDIA, FAICD
Company Director and Consultant
Mr. Wong has over 35 years of experience in the stockbroking and investment
banking industry. He commenced his career with investment bank, Merrill
Lynch in 1981 based in Sydney, with secondments to New York and Chicago. In
1988, he was admitted as a Member to the Australian Securities Exchange and
was in partnership with Andrew Forrest (Founder of Fortescue Metals Group)
at Intersuisse Securities between the years of 1988 until 1990, following
which he became the principal, prior to selling out in 1995 to the current
owner Phillip Capital of Singapore. Following this, Mr. Wong established
the Barton Capital group of companies including Barton Capital Holdings
Limited and eStar Online Trading Limited (both listed on the ASX in 1997 and
2000 respectively). Mr. Wong was the business partner to the late former
NSW Premier, The Hon. Neville Wran AC QC between 2004 – 2012 and was
responsible for the successful listing of numerous companies on ASX over the
years. He has served on many listed boards, including Founding Chairman
(now Non-Executive Director) of ASX listed Kyckr Limited.
He has been a senior adviser to the Nanshan Group in relation to its activities
in Australia and was pivotal in its acquisition of its 20% stake in Virgin
Australia from Air New Zealand in June 2016. Mr. Wong is a Fellow of the
Australian Institute of Company Directors and Fellow of FINSIA.

Andy Honess
JumpXL

Founder and Owner
Andy is a seed investor and advisor to the software industry.  
In his 30 year career, he has held UK and international senior sales and
Managing Director positions in the enterprise software space, including IBM
and Siebel Systems and helped take QLIK from start-up to a NASDAQ IPO for
$749m in 2010.  
He specialises in guiding tech start-ups to high-speed growth and is a mentor
and Entrepreneur-in-Residence for over ten incubation and accelerator
programs across the UK. He reviews and mentors over 200 companies a year.
He has built the Business Alignment Management™ methodology designed
specifically for start-up and scale-up businesses, with value selling principles
at its core.
He holds an honours degree in Business Information Systems.
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Glossary of Terms

AML

Anti-Money Laundering, prevents the use of the financial system for money laundering or
terrorist financing

AML4

EU Directive 2015/849, 4th Anti-Money Laundering Act (AML5 is slated, and there are
discussions of AML6)

APP

Australian Privacy Principle

APPI

Japan’s Act on the Protection of Personal Information

Australia Privacy Act

Regulates how personal information is handled, includes thirteen Australian Privacy
Principles (APPs)

Blockchain

Blocks which are linked and secured using cryptography, and therefore immutable.
Blockchains exemplify distributed computing systems.

BSA

US Bank Secrecy Act, includes Anti-Money Laundering rules and Customer Identification
Program (CIP)

CDD Final Rule

Customer Due Diligence Final Rule, outlines explicit customer due diligence requirements
and imposes a new requirement for financial institutions to identify and verify the identity
of beneficial owners of legal entity customers. Amends Bank Secrecy Act.

CESG

National Technical Authority for Information Assurance, part of the UK Cyber Security
Centre, advises organisations on how to protect their information and information systems
against today’s threats

COPA

Child Online Protection Act

DLT

Digital Ledger Technology

eIDAS

electronic Identification, Authentication and trust Services; an EU regulation for electronic
transactions in the EU internal market

EU Commission

European Union Commission, responsible for proposing legislation, implementing
decisions, upholding the EU treaties and managing the day-to-day business of the EU

EY

Ernst & Young

FinCEN

US Department of Treasury Financial Crimes Enforcement Network

GDPR

General Data Protection Regulation

HIPAA

Health Insurance Portability and Accountability Act

IdP

Identity Provider
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IMEI

International Mobile Equipment Identifier, unique to mobile and satellite phones

IMSI

International Mobile Subscriber Identity, identifies a user of a cellular network

ISO/IEC 29115

Entity Authentication Assurance Framework. This is referenced in many government
identity policies and in the EU eIDAS Regulation supporting documents.

ISO/IEC TS 29003

Identity Proofing

Kriptan

The Kriptan Network token is called Kriptan. For more detail, please refer to the Kriptan
Token White Paper.

KriptanAccount

For Kriptan, in our trusted, anonymous blockchain, a Kriptan Account is the element that
links a real-world person with her identity verification results. The link between a realworld person and the Kriptan account is established when the account is created by using
multi-factor authentication. Moreover, it is created using ZKP, so that no user information
is shared or associated with the Kriptanaccount in the ZVE, including the User Secret, IMEI,
IMSI or face or fingerprint scans. The Kriptan account is entirely anonymous.

KYC

Know Your Customer

OIX

Open Identity Exchange

PSD2

Payment Services Directive 2, went into effect January 2018.

Privacy by Design

With roots in Canada, it is now global. The EU GDPR defines 'privacy by design and by
default' in Article 25. Privacy by Design is an approach to systems engineering which takes
privacy into account throughout the whole engineering process.

PSC

Person of Significant Control, anyone that exerts a significant influence or control over
a company. People with Significant Control is a business and corporate term used to
identify key people within a company. It was introduced on 6 April 2016 as part of the Small
Business, Enterprise and Employment Act 2015.
Under UK law it is a legal obligation to register the names, date of birth, home and work
addresses, manner of control and other details of PSC with the government via Companies
House.

PwC

PricewaterhouseCoopers

RP

Relying Party

SCA

Strong Customer Authentication, part of PSD2, does not come into effect until 2019, but
measures are being put into place now

UN Sustainable
Development Goal
16.9

Promote peaceful and inclusive societies for sustainable development, provide access to
justice for all and build effective, accountable and inclusive institutions at all levels. Societal
and financial inclusion for 1.1 billion people
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Universal Beneficial Owner, refers to the natural person(s) who own or controls a
customer, or on whose behalf a transaction is conducted. AML4 has significant UBO
updates. As an EU Directive, AML4 varies among EU member states. In Sweden:

UBO

- A beneficial owner is anyone who controls the company directly or through
agreements, or has over a 25% ownership stake, or has the power to control at least
half of the board
- Any change of beneficial ownership must be reported as soon as the entity becomes
aware of the change (within a few days).
In the US, similar beneficial ownership disclosures are a part of the upcoming FinCEN
Customer Due Diligence Final Rule, taking effect May 11, 2018. While AML4 and
the CDD Final Rule are on the books, other countries have agreed to international
agreements that call for beneficial ownership disclosures.

US Cybersecurity
and Consumer
Protection

2015 White House Executive Order

US Cybersecurity
of Federal
Networks
and Critical
Infrastructure

2017 White House Executive Order

US PATRIOT ACT

Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism Act, it includes AML to prevent terrorism

WEF

World Economic Forum

ZKP

Zero Knowledge Proof

ZVE

ZKP Verification Engine
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